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By Sue Lambert
ow can MeASBO’s Technology Committee help you?

 Would you like to see changes to the forum or the way
it works? Do you want different topics or information 

available? How about the web page? Do you think it’s 
time to change things up a bit?

Go to the forum and make suggestions. We have recently 
added a new forum called “The Forum Suggestion Box.”

I think it’s time to change things up a bit. Do you agree?
Tell us what’s working and what needs tweaking. We are ready 

to reformat and remove the deadwood and maybe add some 
new ideas or forums. Some ideas we’ve thought of: MainePERS 
section, ADS-Tyler software section, Anthem/Health Ins section, 
more pictures for the web page and reorganizing the document 
repository section. What do you think?

Share your thoughts in the Forum Suggestion Box. We have 
built and formed this forum with input and suggestions from our 
members; let’s continue to make it work for us!

Cross Training Forum Administration:
In 2015, one of the goals of the Technology Committee is to 

move away from one person updating the forum. We plan to hold 
training sessions with the MeASBO Administration Assistant Ida 
Baker. Ida will be trained to be the person who updates meet-
ing dates, posts surveys, minutes, committee listings, agendas, 
budget and treasurer reports.

She will also approve new members and will suspend forum 
membership for unpaid dues after the deadline set by the Execu-
tive Committee.

It became apparent during the last six months that there should 
be at least two people trained to administer the forum. This is 
very important should someone become ill or not be able to 
commit as much time to the tasks involved. The forum must go 
on!

Holding onto our name on the worldwide web:
Recently the committee renewed our domain name registra-

tion. Domain names must be registered and renewed and ours 
was due to expire this month.

 It has been renewed for another five years and the Administra-
tive Assistant will be notified of the new expiration date and the 
company who is the domain name registrar. Failure to renew our 
domain name registration could mean that someone else could 
end up with MeASBO.org, so it’s important that someone is 
watching for that in 2020.

Digitizing our history:
A second goal of the Technology Committee, and MeASBO 

in general, is that in 2015 we will be working to get all of our 
historical documents scanned and organized. We have begun the 
process of gathering all of the various documents and records in 
boxes from the far reaches of the earth and various past presi-
dents’ file cabinets, and MeASBO Secretary Luci Milewski and 
I plan to meet with Ida to pass along the documents and outline 
the project.

Duplicate and irrelevant records and documents will be 
weeded out and relevant and remaining records will be organized 
and made readily available in a scan format. Having documents 
and records digitized will make the process easier when we are 
looking for old information and could be helpful to future leaders 
of MeASBO. We would also like her to create some historical 
data such as meeting attendance history.

Tech Tip #1: Subscribe 
emember our prior posts about subscribing? Subscribing is 

the No. 1 way to stay up-to-date on what is being discussed on 
the forum. There is a section in the forum telling you how to 
subscribe or if you still have questions about how to subscribe, 
send an e-mail to the forum administrator and we will get you 
up and going. If you do subscribe you will receive an e-mail 
when people post in the forums for which you have chosen to 
subscribe. 

Tech Tip #2: Ö But donít reply
he one downside to our forum is that you cannot hit REPLY to 

the e-mail you receive about forum posts. If you REPLY, that e-
mail only comes to the forum administrator. You will need to log 
into the forum to continue the discussion.  That’s a great segue 
into Tech Tip 3.

Tech Tip #3: Start your day off right
ne suggestion from Adam Hanson of the Auburn School 

Department is that you automatically start your day by including 
MeASBO. You can do that various ways. You can add a shortcut 
to the forum to your desktop to make it quick and easy to get 
into and make it easier when you sign onto your computer in the 
morning to open that up. 

You can also choose to have the username and password 
automatically saved so it is a quick-and-easy process to sign in. 
That way if you think of a question or get an e-mail you want to 
respond to, you will be more apt to post it instead of not bother-
ing.

Another option is that in your web browser you can have two 
“home” pages so when you open your browser you can have 
normal home page, be it Gmail or whatever and then another tab 
with MeASBO forums which makes it easy to jump over there.

To change your home page or add an additional one, in 
Chrome, go to Settings,  then to “On Startup,” then in the small 
window, click “Open a Specific Page or Set of Pages,” hit “Set 
Pages” and in the small window that comes up you can add or 
delete as many web addresses as you want.

Alternatively you can open the pages that you want in the 
browser tabs ahead of time and then follow the same directions 
and simply hit the “Use Current Pages” button. I typically have 
it open my Gmail, MeASBO and Infinite Campus in three tabs 
when I open Chrome. 

For Internet Explorer, go to Internet Options, General tab, 
in the home page area, where you can paste or input each web 
address on a separate line. You can also have the tabs that you 
want as your home pages opened first and then follow the direc-
tions and once in the home page screen, hit the button that says 
“Use Current.”

Make sure to include the forum http://measbo.org/members/
forum/default.asp

Tech Tip #4: Get me out of this one!
 any of you probably already use some of these tools, but I 

think it’s great to share tools you’ve found that are helpful. One 
of my favorite tools for Gmail is Undo Send. Undo Send allows 
you a few seconds after you send an e-mail to do the “Oh shoot, 
I meant to…” Or “No-o-o-o, I didn’t mean to send that to her!!” 

Use the Suggestion Box to improve web site

Continued on page 7
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Thwarting school data hackers

G
By Tony Payne

oogle “hacking into school websites” and you may be 
amazed to see that more than 79 million results appear in 

just .38 seconds. Those results include step-by-step direc-
tions of how to create havoc and mayhem in the world of 

education.
The idea isn’t new. In 1983, actor Matthew Broderick was 

hacking his school’s grading system in the movie WarGames. If 
a bunch of computer-savvy kids are anxious to know more about 
breaking into school databases, consider there are professionals 
sitting in another country — but only a few key strokes away 
— who have a monetary incentive to access and sell your data.

Awareness of cyber security is growing. CSI: Cyber will 
launch on CBS in March, bringing 
the public increased awareness of the 
risks in our digital world. As one of 
the show’s producers said: “We are 
not in the business of inducing para-
noia. The show will encourage 
people to think about their digital 
exhaust... every contact leaves a 
trace.”

No one would be making a 
big deal out of this crime if it 
were not for successful cyber 
attacks right here in Maine 
and across the globe.

Schools are attractive tar-
gets. For students, 
hacking a school 
computer is
like winning
a trophy
in some
unof-
ficial com-
petition. These “cyber-letes” are 
looking for bragging rights in their circle of friends, or 
simply the self-satisfaction that they could do it.

Professional hackers are looking for data to acquire and sell 
(e.g. passwords, Social Security and bank account numbers, etc.)

When you are attacked, there are four very real consequences:
1) Your school’s reputation as a safe and secure repository for 

information is undermined.
2) Recovering and refortifying your system costs money.
3) The school system has legal obligations to notify all people 

whose data may have been accessed – and that costs a lot more 
money.

4) It is likely that someone is going to lose their job.
All this seems a long, long way from teaching kids the three 

Rs, but the role of schools has evolved into being social ser-
vice providers and data repositories. With that expanded role, 
a school’s foundation is one of trust and the belief that those in 
authority have taken all reasonable precautions to make it a safe 
and secure place to learn and work. And that includes informa-
tion.

People gain access to data in three primary ways:
ã Theft: Someone steals a computing device on which data 

resides (e.g. cell phones, tablets, computers, flash drives). The 
theft or loss of devices has consequences. For example, a mis-
placed laptop by an employee of Alaska’s Department of Human 

Services resulted in a $1-million settlement with the federal gov-
ernment. It was not known if the laptop even contained personal 
information.
ã Passwords: A hacker uses software that identifies passwords 

to gain access. SplashData, a research firm, reported that 3.3 mil-
lion leaked passwords indicated that the most often used pass-
words are “123456” and “password.” Other passwords in the top 
10 were “qwerty,” “dragon,” “baseball” and “football.” Password 
strength is your first line of defense.
ã Deception: A school employee sees an email from a phony 

vendor representing themself as an outside consultant doing an 
audit. The employee is asked to click on a link to review a file 
regarding that employee’s use of the school computer. “CLICK!”

 The link is a 
worm that 
infiltrates 

your school’s 
computers. 

This also 
is known as 
“social engin-

eering,” a tac-
tic to get peo-
ple to take ac-
tions to gain 

access. This 
worm may 
then seek out 

financial data 
and encrypt it so 

that no one can ac-
cess it until a ransom
is paid.

If your school 
system has not done 
so, you need to create 

a cyber security plan 
•  the right insurance 
coverage (separate 
policies can provide 
higher limits and 

greater coverage);
• a risk-control plan and staff training; and
• a recovery plan that addresses ongoing operations, data 

backup, regulatory compliance and reputation management. 
All aspects of cyber security require that multiple people are 

involved in prevention and recovery. Your written (paper copy) 
plan should have all contact information, including after-hours 
telephone numbers and their roles and responsibilities when an 
event occurs. Make a note that your first call should be to the 
district’s legal counsel.

Administrators and staff have done an outstanding job of 
making schools physically safe places. Now the challenge is to 
thwart this surreal threat of data breaches, a task that is all the 
more difficult with unseen perpetrators.

 

Tony Payne is the Vice President of Business Development at 
Clark Insurance. They recently presented a breakfast briefing 
entitled Cyber Security Planning: Coverage, confidence & com-
munications.
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School consolidation rules the roost
ack in 1996, MeASBO President 

Kris Pottle of SAD #9 in Farming-

ton spoke of consolidation — some-

thing that didn’t become reality until 

years later. 

Pottle said: “Regionalization is being 

done informally all across the state. 

Consortiums are being formed to increase 

purchasing power. There are partnerships 

in staff development, and others are being 

studied.”

Mentioning a group studying withdrawal 

from her SAD, Pottle added, “There are 

still angry people and reminders of the 

promises that were made at the time of 

the change. Taking away what some will 

perceive as local control will not come 

without a lot of anger.”

Then came the command from the 

Governor’s office and DOE: Consolidate 

or suffer penalties. 

“We have twice the number of adminis-

trators for our population than the national 

average.” Baldacci said. “We need to 

be smarter about it. I don’t want to see 

people get laid off. But I think we’re 

going to have to — through attrition. 

And if we do this early enough then we 

can transition it and we’ll be able to do it 

without those kinds of involuntary layoffs. 

That’s my goal, but I have to be respon-

sible to the taxpayers, too.”

He was met by nearly universal opposi-

tion among school administrators.

“I’m asking you [Gov. Baldacci] to con-

sider four years,” Superintendent James 

Morse of SAD #47 in Oakland said that 

night of the announcement in Lewiston. 

“Give these communities time to make 

the proposal to you as to what are the 

best configurations [for consolidation]. 

Give them an opportunity to present a 

unified front. Yes, we know consolidation 

has to happen, but it can’t happen in 18 

months…”

The intent of saving an estimated $250 

million a year — yes, that’s $250 million 

a year — was admirable. The result: well, 

it depends on where you live … and who 

you “marry.”

In America the average length of first 

marriages that end in divorce is eight 

years. The leading reasons for the break-

ups: finances and “irreconcilable differ-

ences.”

Sounds pretty close to “marriages” of 

school systems in Maine. •••
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Everything we do is about helping you succeed.

For more than 160 years, Bangor Savings has been providing the people and 

institutions of Maine with local service and local decision-making.

1.877.Bangor1 | www.bangor.com

Å 57 branches statewide
Å Cash management
Å Comprehensive online banking
Å Locally-based payroll services
Å Merchant card processing

Å Business lending
Å Business checking & money 

market accounts
Å Proactive service and local 

decision making

While operating costs have been our bane...
Costs for any goods or services of any kind seldom go down — No. 2 heating oil, stand 

up! — but school business officials have a way of drilling deeper than a coal-mining outfit 
to discover new techniques for squeezing juice from the dry rock of finances.

Some insights from the past...
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In an era of tight budgets 
and rising energy prices, 
beleaguered school business 
managers are desperately 
seeking a hero to step to the 
fore. Look. Up in the sky. It’s 
a bird. It’s a plane. It’s… it’s 
Performance Contracting.

Performance Contracting 
is a mechanism to imple-
ment resource-efficiency 
improvements with minimal 
up-front costs. It uses savings 
resulting from the efficiency 
project to pay for the work 
over time.

Kwtr Xzrrjw 755=
Wj{jwxj j2gf~ nx xf{nsl j~j2tujsnsl szrgjwx3 

The GetBestBid electronic bidding portal has completed a 
four-year development project which, through a six-month pilot 
demonstrated significant savings for the participating districts. 
Maine SAD #36 (Livermore, Livermore Falls) began work on 
the concept in 2004. In 2005 an online bidding portal (GetBest-
Bid.com) was introduced. 

Essentially the portal allows schools to enter bids for products 
that vendors use a reverse auction process that promotes the best 
price. Schools have saved on average 10 percent on laptops, 13 
percent on ink cartridges, 24 percent on furniture and equipment, 
and 53  percent on cleaning supplies.

Htxy f{tnifshj 
Like the motion sensor that turns vending machines on and 

off, is becoming a key to squeezing more out of every dollar and 
realize that, as energy consultant Doug Baston of Alna says, “It’s 
cheaper to save electricity than to generate it.’”

In the four years Bill Donovan has worked as energy manager 
with SAD #75 in Topsham, Bowdoin, Bowdoinham and Harp-
swell, the energy-conservation program has saved taxpayers 
$825,000. In the first year he plied his trade at Freeport taxpay-
ers there realized $84,000 in “cost avoidance.”

• Turn off lights and computers.
• Daylighting
• A ventilation system designed for maximum use of fresh 

outside air.
• High-quality pendant lighting fixtures, with electronic bal-

lasts.
• Replace old T12 lighting with new HPT8 lights which can 

mean 30-percent less electricity use
• Use Vending Miser, which regulates the machine to turn on 

only enough to keep temperatures at a prescribed setting.

Ljtymjwrfq
“Think of the earth as a huge low-temperature boiler. It sits there 

at a constant 50 degrees and it has huge mass. That’s our ‘boiler,’” 
said Lyndon Keck of Portland’s PDT Architects.

“The list [of geothermal 
projects] has grown expo-
nentially. Five or seven years 
ago, we were doing one geo-
thermal project. Now we’re 
doing eight,” said Depart-
ment of Education Facilities 
Director Scott Brown.

Ktfr wttăsl
Spray polyurethane foam 

(SPF) rooþng systems are an 
energy-saving alternative. 
A 2004 study by Michelson 
Technologies in þe climate 
areas of the U.S. concluded 
that the average SPF rooþng 
system cost between 15 and 
50 percent less to install and 
maintain than conventional 
membrane systems over a 
30-year period. 

Kwtr \nsyjw 755=25>
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Faced with a mid-year budget curtailment of $502,000 and 
having trimmed the budget to the barest of bones but still falling 
$70,000 short, Oxford Hills School District officials rolled out a 
program that others around the country might want to emulate.

Less than five weeks after being unveiled, the Voluntary 
Give-Back Program had raised $78,000 and national television 
exposure when NBC’s Nightly News named the district Citizens 
of the Week. Checks than came in from virtual strangers around 
the country.

“We’re pretty proud of how it has turned out. It was a huge 
effort,” said Business Manager Catherine Fanjoy.

The idea: voluntary furlough days.
The response: 360 of the district’s 600 employees, including 

every ed tech (whose jobs were in jeopardy) participated.

Kwtr Xzrrjw 755>
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Exploding the myth that “more paperwork means a better 
paper trail” and all that plastic cards are evil, Ron Everett of the 
Illinois ASBO unveiled the Procurement Card (p-Card) to Tri-
State school business officials.

p-Cards, a procedure for consolidating all a school’s small 
monthly purchases into one invoice and one payment, had spread 
to New Hampshire, Vermont and seven other states since 2004.

“In the last 15 to 20 years changes in technologies have 
allowed us to create better tracking of transactions using elec-
tronic means than by paper means. But [schools] haven’t kept 
up. We still process paper requisitions, paper purchase orders 
(Pos), invoices, checks. We still do all the things that use paper, 
paper, paper, paper,” Everett said.

Meanwhile, then-Education Commissioner Susan Gendron 
reported: “School systems around the state that have used (the 
on-line procurement system E-procurement) have saved tens of 
thousands of dollars. They will reach hundreds of thousands a 
year in savings as more school systems come on-line.”

A young Alicia Lyn Leslie knew the solution to the question.
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Maine
Municipal

Bond
BankMaking a Difference for Maine's communities.

127 Community Drive ï P.O. Box 2268 ï Augusta ME ï 04338ï (207)621-0744ï

www.mainepoweroptions.org

Call us for your next energy purchase. We can help you in making an informed 
decision with our knowledge of Maine’s Engergy markets.

Administrative Support for Members

Market Expertise and Pro-Active 
Pricing for Members

 Your Advocate with both 
Utility Company and Energy Supplier

Created by the Maine State Legislature in 1998 and sponsored by the Maine 

Municipal Bond Bank, Maine Power Options has been serving a coalition of 

members including Municipalities, Schools, and other not-for-profit organizations.  

We provide energy purchasing strategies and opportunities in Maine’s Energy 

markets to provide a variety of pricing options to meet members’s needs.

A Program of the Maine Municipal Bond Bank and the Maine Health and Higher 
Educational Facilities Authority.

75 ĵfwx
And with all of these feature advance-

ments, the greatest advancement of all is 
that these feature packed devices are  truly 
affordable. You can buy a high-quality 
indoor/outdoor, true day/night, 3-mega-
pixel camera that includes IR illuminators 
(they illuminate the viewing field of the 
camera at night without casting visible 
light onto the scene) for less than $250.

That is truly amazing!
What will the future bring? Video 

Analytics will grow by leaps and bounds. 
Cameras will be able to detect things or 
events that we never thought possible just 
a few years ago. Also biometric readers, a 
technology that didn’t work well when it 
was introduced for access control, will be 
widely used.

Along with hand or thumbprint read-
ers and iris readers, add the latest facial 
recognition system that uses standard 
off-the-shelf cameras to determine who 
the system should let into the building and 
who should be locked out as people pass 
by the camera just in front of the door. 

Another great future advancement will 
be with wireless technologies. When I got 
into this business 35 years ago everyone 
was predicting, “Wireless is the future!” 

However, it was another technology that 
failed when first introduced and most of 
the early generation of wireless systems 
were replaced or abandoned for a good 
reason. They were not reliable.

Today, wireless systems work as well as 
hard-wired systems. 

You just have the extra battery main-
tenance to deal with, but new battery 
technology reduces that and the installa-
tion savings often makes up for it many 
times over. 

We are also able to send huge packets 
of data over wireless networks today, 
allowing you to put sensors, cameras, or 
access-control readers in locations that 
would have been cost-prohibitive if it had 
to be wired.

The use of computers and smart phones 
for security will continue to be expanded 
by everybody in the workplace or at 
school to act as emergency alert and infor-
mation centers. 

Like so many others technologies, the 
security industry has seen so many rapid 
changes that even those in the industry 
struggle to keep up with it. Never before 
has it been more important for the security 
buyer to make sure they are partnering with 
a firm that is working on the leading edge of 
technologies; otherwise the systems being 
purchased today will soon be obsolete. 

As Carly Simon put it, “These are the 
good old days.” and in my world they are 
just amazing.

— Bradford J. Norris is security profes-
sional with 35 years experience.

From Summer 2013
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he past two decades have seen immense changes in how 

educational facilities are maintained.
When evaluating the evolution of cleaning schools, three 

aspects pertaining to cleaning have shown significant efficien-
cies; the cleaning products used; the approach on how cleaners 
clean the schools; and the overall design of the buildings. 

The biggest driving force behind these improvements has been 
the growing concern pertaining to health and environmental 
impacts. 

The biggest change in cleaning products over the past 20 years 
has been the move from heavy-duty cleaners to more green prod-
ucts with a minimal environmental impact.

In the early 2000s the emergence of environmentally con-
scious groups like Green Seal and the US Green Building 
Council (USGBC) gained momentum. We started to see a shift 
in awareness of the implications cleaning products had on human 
health and the environment.

Prior to that, cleaning chemical companies were putting out 
very effective products but they contained Volatile Organic Com-
pounds (VOCs) that were harmful to employees, occupants and 
the environment. The danger of VOCs is that they can be emitted 
as gases from certain cleaning chemicals, dramatically impacting 
the air quality in the buildings they are used.

Green chemicals have made a huge push in the last five to 
10 years as demand for effective cleaning products with mini-
mal health and environmental impact has grown. While these 
new green chemicals are better for the health of employees and 

occupants and are less harmful to the environment than previ-
ous cleaning chemicals, they are also less effective and realize a 
higher frequency of cleaning needs to be incorporated in order to 
achieve the same level of cleanliness.

This has created a need for more efficient cleaning procedures 
and more effective equipment.

Team Cleaning was a concept that cleaners were using long 
before the green cleaning movement. However, the growing use 
of green products and the high frequency in which they needed 
to be used to achieve the same level of cleanliness, created a 
growing need for more efficient cleaning practices.

The process of having a group of cleaners performing job-
specific tasks and working together completing sections of the 
building, increased the efficiency of cleaning and also created 
additional energy savings. Team cleaning has also reduced 
chemical consumption and equipment use.

While team cleaning proved to be a very effective alternative, 
it did not completely make up for the added time cleaners needed 
to spend on maintaining hard floor surfaces. The equipment 
being used to clean the spaces had to become more effective.

The growing popularity of auto scrubbers has helped improve 
the efficiency of cleaning and maintaining floors. Their growing 
popularity can be attributed to their improved designs and user 
friendliness. The auto scrubbers’ separate dispensing tank and 
recovery tank have provided a more hygienic cleaning procedure 
and labor efficiencies versus the traditional method of using a 
mop and bucket.

Myriad maintenance improvements made

T
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Outsourcing: In some cases it equals big savings
75 ĵfwx

Transportation:
Approximately 60 Maine public school districts — that’s 597 

of 2,079 — subcontracted their transportation services in 2010 
and that number appears to be growing. The subject evokes 
raves, nays and cautions among the state’s school business offic-

One of the nooks and crannies school business officials have been investigating for hidden savings is out-

sourcing. Be it transportation, food service, custodial care, grounds maintenance — even human resources 

— more and more districts are dipping their toes in the water.
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Custodial
Outsourcing custodial services at schools may not be preva-

lent, but districts that do so are reporting some significant sav-
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It is time to renew your membership to MeASBO for 2014-15. The membership fees 
have remained the same and continue to be a bargain.  MeASBO is an affiliate of ASBO 
International and Tri-State ASBO.  MeASBO provides members informative meetings with 
timely topics, a magazine published twice a year, and the opportunity to meet and discuss 
issues with peers. Contribute to the continued success of the MeASBO by sending in your 
membership today.

Name:      Title: 

Name of Organization: 

Address: 

City:         State:    Zip:  

Work Phone:        Fax:  

Cell  Phone: 

E-mail Address:  

Circle one:

MeASBO Membership Application

VOTING MEMBERSHIP
Active Member                             $50.00

NON-VOTING MEMBERSHIP
Retired Bus. Mgr./Finance Dir.       $0.00
Consultant/Vendor                     $200.00  

Please  mail with your payment to:
MeASBO
C/O Sherrie Small
MSAD #61
900 Portland Road
Bridgton, ME 04009
Tel. 207-647-3048
sherrie.small@lakeregionschools.org
• Downloadable forms on web site: 
www.measbo.org

Advertisers Index

Publisher/Managing Editor
Mark Leslie

Editorial Director
Katherine Hunt, MeASBO

The MeASBO Magazine is published for the 
Maine Association of School Business Officials by:

The Leslies
30 Ridge Road

Monmouth, ME 04259
T: 207-312-4495

E-mail: gripfast@roadrunner.com

MeASBO Magazine

The publisher assumes no responsibility for unsolicited material or prices quoted 
in the magazine Reprints and permission to reprint may be obtained from Managing 
Editor Mark Leslie. The views expressed in the MeASBO Magazine are not neces-
sarily those of the Maine Association of School Business Officials. The magazine 
is a forum for ideas.

MeASBO encourages all of its members to participate in the pubication. It welcomes 
their thoughts and opinions.

The MeASBO Magazine is distributed by MeASBO at no cost to its members and 
other selected readers.

It is printed at Snowman Printing in Hermon, Maine.

MeASBO encourages its 

members to take note of 

the businesses supporting 

this magazine and, in turn, 

support them. 
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